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Dear residents

New credit card scam — BEWARE!

A new credit card scam has been brought to our attention which we would like to warn you about so
that you can be prepared and protect yourself if this happens to you.

Telephone calls have been received from individuals who are claiming to be from the Security and
Fraud Department at well known credit card companies, like VISA and MasterCard. They then claim
that your card has been flagged for an unusual purchase pattern and that they are calling to verify
these payments.

They ask you to confirm you have purchased something which they know you haven't, for example
an anti-telemarketing device for £497.99 from a marketing company based in London. When you say
‘no’ they will then tell you that they will be issuing a credit to your account and that they will be
starting a fraud investigation.

They will read you your address and ask you to confirm it — they already have this information. They
will also reassure you that you can call the 0800 number on the back of your card should you have
any further questions. They will give you a six digit number to quote when you call.

The caller will then say that they need to verify that you are in possession of your card. They will ask
you to turn your card over and look for some numbers. There are seven numbers; the first four are
part of your card number, the next three are the security numbers that verify you are the possessor of
the card. These are the numbers you sometimes use to make internet purchases to prove you have
the card and this is what the people behind the scam are after. The caller will ask you to read the
three numbers to them.

VISA and MasterCard have confirmed that this is a scam and people who have given the caller their
three digit security number found that new purchases, for large amounts of money, had been
charged to their cards shortly after the phone call. Credit card companies already have the
information on your card, since they were the ones who issued it to you, so they will NEVER ask you
to read them information from your card.

IF YOU RECEIVE A TELEPHONE CALL LIKE THIS THEN EITHER HANG UP OR TELL THE
CALLER YOU WILL TELEPHONE YOUR CREDIT CARD COMPANY DIRECTLY TO VERIFY THE
CALL. PLEASE REPORT ALL SUSPICIOUS CALLS TO POLICE.

Yours faithfully,
PCSO Rachel Cassells
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To report anti-social behaviour
and neighbourhood issues, call 101. In an emergency, dial 999.




